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KEY FEATURES FOR OBJECT STORAGE NETAPP STORAGEGRID WEBSCALE PROVIDES

Massive scalability and flexible infrastructure • Massive elastic content store
• Multiple geo-distributed sites
• Support for multiple storage tiers:

– SSD, SAS, SATA, tape
– Amazon S3

• Geo–erasure coding and geo-replication 
• Deployment on VMs, hardware appliances, or bare-metal servers with Docker containers

Application interfaces Massively parallel transaction engine with: 
• Integrated load balancing
• Transaction multithread pipelining
Object access:
• Protocols: Amazon S3 and OpenStack Swift
NAS access:
• CIFS and NFS
• File object duality
System and account management:
• Management API: system installation, system administration, tenant management, 

maintenance tasks, and system monitoring including Prometheus
• Tenant API: management of users, credentials, usage, and quotas

Data services Platform services – tenant configurable hybrid cloud integration:
• S3 event notification with Amazon Simple Notification Service
• Cloud Mirror bucket replication with Amazon S3 or S3-compatible target
• Metadata search and analysis with streaming metadata to external Elasticsearch
Write once, ready many (WORM) retention:
• Reinforced data integrity with compliance-grade WORM
• Litigation hold
Advanced security and encryption capabilities:
• Store objects with lossless compression
• Transport Security Layer (TSL) 1.2 and AES 256-bit encryption
• Secure Hash Algorithm 2 (SHA-2) and CPU-efficient integrity protection

Metadata and content awareness Metadata-based data management:
• Content-aware self-healing maintains data protection even during network disruptions  
• Policies can be modified and applied retroactively to existing objects

Deployment options • Physical or virtual servers via Docker containers
• Virtual appliance:

– VMware ESXi and vCenter
• Hardware appliance:

– NetApp StorageGRID Webscale SG5612 and SG5660
– NetApp StorageGRID Webscale SG5712 and SG5760

Service-level objective and  
performance monitoring

• Get comprehensive performance feeds:
– Access throughout
– Replication throughout
– Time to first byte
– Time to policies achieved

• Get support for synthetic transactions
• Demonstrate SLAs
• Measure transaction round-trip time
• Separate WAN, storage, gateway times
• Advanced system monitoring via Prometheus

Management and monitoring • Centralized and automatable installation and expansions
• Automated monitoring and tenant management through an API
• Rolling upgrades without downtime
• Comprehensive ad-hoc real-time, rolling-period, and historical-usage query capability
• 200+ predefined monitoring, usage, and performance reports
• Event-based audit messages for performance tracing, usage monitoring, and enabling billing 
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